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21 CFR Part 11 Regulation map to Design 
This document covers the design of the system and is an aid the software validation. 

11.10 Controls for Closed Systems 
21 CFR Part 11 Regulation TotalLab 21 CFR software Customer 

(a) Validation of systems to ensure 
accuracy, reliability, consistent 
intended performance, and the ability 
to discern invalid or altered records 

 Data Integrity 

 Version Control Audit trail 

 General 

 Responsible for initial validation 

 Maintain the validation and 
operate the change control 
procedure 

 Write and update the system 
SOPs 

(b) The ability to generate accurate 
and complete copies of records in 
both human readable and electronic 
form suitable for inspection, review, 
and copying by the agency 

 Version Control Audit trail 

 Experiment Audit Tail 

 Data Integrity 

 Configure the OS to prevent 
deletion or unauthorized copying 
of files through the operating 
system 

 Configure secure storage area to 
prevent deletion of files 

 Control the date and time 
settings on the workstation 

(c) Protection of records to enable 
their accurate and ready retrieval 
throughout the records retention 
period 

 User Security 

 General 

 Archive and Restore 

 Define record retention period 

 Write SOPs for backup, recovery, 
archive and restore 

 Define any additional software 
tools necessary for this operation 

(d) Limiting system access to 
authorized individuals 

 User Security  SOP on System Security and 
Access Control must cover the 
proper configuration and 
maintenance of Windows User Ids 
and passwords 

 List of current and historical users 
with access privileges 

 Use Windows screen saver for 
inactivity lockout 

(e) Use of secure, computer-
generated, timestamped audit trails 
to independently record the date and 
time of operator entries and actions 
that create, modify, or delete 
electronic records. Recorded changes 
shall not obscure previously recorded 
information. Such audit trail 
documentation shall be retained for a 
period at least as long as that 
required for the subject electronic 
records and shall be available for 
agency review and copying 

 Audit Trails  SOPs to reflect the retention of 
records including the 
corresponding audit trails 

(f) Use of operational system checks 
to enforce permitted sequencing of 
steps and events, as appropriate 

 User Security  Use Windows screen saver for 
inactivity lockout 

(g) Use of authority checks to ensure 
that only authorized individuals can 
use the system, electronically sign a 
record, access the operation or 
computer system input or output 

 User Security  SOP on System Security and 
Access Control 

 Configure Windows security on 
computers 



 

21 CFR Part 11 Regulation TotalLab 21 CFR software Customer 

device, alter a record, or perform the 
operation at hand 
(h) Use of device (e.g., terminal) 
checks to determine, as appropriate, 
the validity of the source of data 
input or operational instruction 

 Not applicable  SOP to cover operation of capture 
equipment 

(i) Determination that persons who 
develop, maintain, or use electronic 
record/electronic signature systems 
have the education, training, and 
experience to perform their assigned 
tasks 

 General  Vendor audit or checklist 

 Signed training records for system 
users and maintenance staff 

(j) The establishment of, and 
adherence to, written policies that 
hold individuals accountable and 
responsible for actions initiated under 
their electronic signatures, in order to 
deter record and signature 
falsification 

 Not applicable  Notify FDA of intent to use 
signatures SOP on non-
repudiation of electronic 
signatures 

(k) Use of appropriate controls over 
systems documentation including: 
(1) Adequate controls over the 
distribution of, access to, and use of 
documentation for system operation 
and maintenance. 
(2) Revision and change control 
procedures to maintain an audit trail 
that documents time-sequenced 
development and modification of 
systems documentation 

 General  SOP on Change Control 

 SOP on System Security and 
Access Control 

 Version control on all documents 

 

  



 

11.50 Signature Manifestations 
21 CFR Part 11 Regulation TotalLab 21 CFR software Customer 

 (a) Signed electronic records shall 
contain information associated with 
the signing that clearly indicates all of 
the following: 
(1) The printed name of the signer; 
(2) The date and time when the 
signature was executed; and 
(3) The meaning (such as review, 
approval, responsibility, or 
authorship) associated with the 
signature 

 Version Control Tool 

 Version Control Audit Trail 

 SOPs governing user account 
setup include the input of the 
person’s full name. List of full 
names to ensure that name is not 
duplicated (especially in larger 
companies) 

(b) The items identified in paragraphs 
(a)(1), (a)(2), and (a)(3) of this section 
shall be subject to the same controls 
as for electronic records and shall be 
included as part of any human 
readable form of the electronic record 
(such as electronic display or 
printout) 

 Version Control Audit Trail  Customer must view and print 
separately the audit trial 
manifestation of e-signatures as 
the record of the e-signature on 
the applicable electronic records 

 
  



 

11.70 Record and Signature Linking 
21 CFR Part 11 Regulation TotalLab 21 CFR software Customer 

Electronic signatures and handwritten 
signatures executed to electronic 
records shall be linked to their 
respective electronic records to 
ensure that the signatures cannot be 
excised, copied, or otherwise 
transferred to falsify an electronic 
record by ordinary means 

 Version Control Audit Trail  SOP for signing electronic records 

 Handwritten signatures on 
electronic records must be cross-
referenced to the records signed 

 Applicable audit trail 
manifestations of electronic 
signatures and history of the 
specific record may need to be 
printed 

 
  



 

11.100 General Requirements 

21 CFR Part 11 Regulation TotalLab 21 CFR software Customer 

(a) Each electronic signature shall be 
unique to one individual and shall not 
be reused by, or reassigned to, 
anyone else 

 Not applicable  SOP on System Security and 
Access Control 

 Proper configuration of user 
accounts under Windows Security 
(list of User IDs to prevent reissue 
or reuse of user ID 

 No group logon permitted 
(b) Before an organization 
establishes, assigns, certifies, or 
otherwise sanctions an individual’s 
electronic signature, or any element 
of such electronic signature, the 
organization shall verify the identity 
of the individual 

 Not applicable  SOP for verifying an individual’s 
identity 

(c) Persons using electronic signatures 
shall, prior to or at the time of such 
use, certify to the agency that the 
electronic signatures in their system, 
used on or after August 20, 1997, are 
intended to be the legally binding 
equivalent of traditional handwritten 
signatures 
(1) The certification shall be 
submitted in paper form and signed 
with a traditional handwritten 
signature, to the Office of Regional 
Operations (HFC–100), 5600 Fishers 
Lane, Rockville, MD 20857 

 Not applicable  Pharmaceutical company or CRO 
sends a letter to the FDA 

(c) Persons using electronic signatures 
shall, prior to or at the time of such 
use, certify to the agency that the 
electronic signatures in their system, 
used on or after August 20, 1997, are 
intended to be the legally binding 
equivalent of traditional handwritten 
signatures 
(2) Persons using electronic signatures 
shall, upon agency request, provide 
additional certification or testimony 
that a specific electronic signature is 
the legally binding equivalent of the 
signer’s handwritten signature 

 Not applicable  SOP on FDA Inspections 

 
  



 

11.200 Electronic Signature Components and Controls 

21 CFR Part 11 Regulation TotalLab 21 CFR software Customer 

(a) Electronic signatures that are not 
based upon biometrics shall: 
(1) Employ at least two distinct 
identification components such as an 
identification code and password 

 User Security  SOPs identified in previous 
sections 

(i) When an individual executes a 
series of signings during a single, 
continuous period of controlled 
system access, the first signing shall 
be executed using all electronic 
signature components; subsequent 
signings shall be executed using at 
least one electronic signature 
component that is only executable by, 
and designed to be used only by, the 
individual 

 User Security  SOP on System Security and 
Access Control 

(ii) When an individual executes one 
or more signings not performed 
during a single, continuous period of 
controlled system access, each signing 
shall be executed using all of the 
electronic signature components 

 User Security  SOP on System Security and 
Access Control 

(1) Be used only by their genuine 
owners; and 

 User Security  SOPs previously defined 

 Each user identity is unique and 
never reused 

(2) Be administered and executed to 
ensure that attempted use of an 
individual’s electronic signature by 
anyone other than its genuine owner 
requires collaboration of two or more 
individuals 

 User Security   SOPs around User ID Password 
Administration issue, locking of 
accounts, etc. 

(b) Electronic signatures based upon 
biometrics shall be designed to 
ensure that they cannot be used by 
anyone other than their genuine 
owners 

 Not applicable as biometrics are 
not used in software 

 Not applicable 

  
  



 

11.300 Controls for Identification 
Codes and Passwords 
Persons who use electronic signatures based upon use of identification codes in combination with passwords shall employ 
controls to ensure their security and integrity.  
Such controls shall include: 

21 CFR Part 11 Regulation TotalLab 21 CFR software Customer 

(a) Maintaining the uniqueness of 
each combined identification code 
and password, such that no two 
individuals have the same 
combination of identification code 
and password 

 Not applicable  Ensure user identities are never 
reused 

 Maintain historical list of User IDs 
and User Names from Windows 
Security 

 Maintain history of security 
changes or Windows settings 

(b) Ensuring that identification code 
and password issuances are 
periodically checked, recalled, or 
revised (e.g., to cover such events as 
password aging) 

 Security Audit Trail  Enable automatic password 
expiry 

 SOP on System Security and 
Access Control: check the list of 
users 

 SOP for the periodic review of 
system access logs against list of 
users 

c) Following loss management 
procedures to electronically 
deauthorize lost, stolen, missing, or 
otherwise potentially compromised 
tokens, cards, and other devices that 
bear or generate identification code 
or password information, and to issue 
temporary or permanent 
replacements using suitable, rigorous 
controls 

 Not applicable  SOP on System Security and 
Access Control 

(d) Use of transaction safeguards to 
prevent unauthorized use of 
passwords and/or identification 
codes, and to detect and report in an 
immediate and urgent manner any 
attempts at their unauthorized use to 
the system security unit, and, as 
appropriate, to organizational 
management 

 Security Audit Trail 

 User Security 

 On the operating system, account 
policies enable automatic lockout 
if permitted number of failed 
attempts is exceeded 

 Enable automatic alert by tracking 
Event log 

(e) Initial and periodic testing of 
devices, such as tokens or cards, that 
bear or generate identification code 
or password information to ensure 
that they function properly and have 
not been altered in an unauthorized 
manner 

 Not applicable  Not applicable 

 
  



 

TotalLab 21 CFR Module Design 

Overview 

The software is designed to only work with TotalLab 1D 21 CFR and Phoretix 1D 21 CFR versions. 

General 

 Future software upgrades will be compatible with existing files and data or provide translation 
to new format 

 New online system documentation with each specific release of software 
 

Archive and Restore 

Images and all their related data can be archived off into a zip file by users with Supervisor privilege. 
 
This data can also then be restored by a Supervisor with all audit information intact. 
  



 

User Security 

Windows Security 

The software requires Windows Security usernames and passwords to be setup correctly according to 
the 21 CFR Part 11 rule. The following lists all the requirements that a customer must set up: 
 

 SOP on System Security and Access Control 
o Configure Windows security on computers 
o User ID Password Administration issue, locking of accounts, etc 
o Account setup include the input of the person’s full name 
o List of full names to ensure that name is not duplicated (especially in larger companies) 
o Ensure user identities are never reused 
o Maintain historical list of User IDs and User Names from Windows Security 
o List of current and historical users with access privileges 
o SOP for the periodic review of system access logs against list of users 
o Enable automatic password expiry 
o On the operating system, account policies enable automatic lockout if permitted number of 

failed attempts is exceeded 
o No group logon permitted 

 SOP to cover operation of capture equipment 

 Configure the OS to prevent deletion or unauthorized copying of files through the operating system 

 Control the date and time settings on the workstation 

 Define record retention period 

 Write SOPs for backup, recovery, archive and restore. Define any additional software tools 
necessary for this operation 

 Use Windows screen saver for inactivity lockout 

 Maintain history of security changes or Windows settings 

 If you wish to track login failures then setup monitoring of the Event Log 

User Logon  

To log on to the Version Control Tool or the main 1D analysis software requires a Windows username 
and password. 
 
For added security the software prevents the viewing or copying of passwords when logging on. 
 

User Privileges 

To log on to Version Control Tool or the main 1D analysis software also requires that the user has been 
given appropriate privileges to use the software. The software allows three levels of privilege. 
 
Supervisor: all access 
User: all access except signing experiments in the Version Control tool 
Viewers: only able to view experiments 
 
These roles/user groups are created automatically on installation, together with three evaluation users 
(Local Supervisor, Local User and Local Viewer all with the password “test”). 
 



 

After the groups have been created then users can be added to them by the Administrator using the 
Admin Tool as required by the organisation. 

Secure Storage Area (access via Version Control tool) 

A secure storage area is required which allows the users to write to it but not delete anything. This 
folder will store the following data files: 

 Images added via the Version Control tool 

 Experiment files (a copy for each version stored by user) 

 Audit trail of the Version Control events 
 
Firstly the Administrator must create a folder where the files will live and 

 Allow only the correct users assigned above access to the folder 

 Allow supervisors all file privileges 

 Allow all other users all files privileges except the 2 delete ones 
 
Then the Administrator must run the Administrative Tool to allow the Version Control program to know 
where this secure area is. 
 

Version Control tool design 

To meet the requirements of the rule the Version Control tool allows restricted access to the images and 
data in the Secure Storage Area. 

 All users must logon to the software as long as they have relevant privileges 

 To analyse the gel the user adds the image to the secure area and then gets a local copy which 
can be edited by the analysis software 

 When editing is complete (or at some intermediate stage) a version of the experiment can be 
stored. 

 Image data can be approved (signed off) by a supervisor as complete and no more editing is 
allowed. 

 Archiving and Restoration of image data is possible by supervisors. 

 Audit reports on experiment data and the version control actions are available 
 

Other notes 

The software allows storage on network drives (either the Secure Storage Area or local check out) for 
easy archiving. 
  



 

Data Integrity 

Secure Storage Area 

If the Secure Storage Area has been set up correctly then files cannot be deleted by standard users. The 
folder has to be setup so file editing can occur so an extra checksum has been added to all the audit files 
so tampering can be detected. 

Files used by Analysis software 

Image File: This must be a tiff file or a Fuji file. 
Image Data File: This is an xml file including all data analysis and audit information for the experiment 
Status File: This is an xml file used by the software to validate the other files and the image data edit 
status 
 
When an image is retrieved locally to be used by the analysis software it will always have a status file 
with it. An image data file will also be there after some analysis has been done on the image (i.e. it does 
not exist on first retrieval). 
 
The analysis software will not work on images without status files (and therefore it requires the Version 
Control software) unless it is a tutorial image. 

File checking 

To protect against deliberate or accidental data corruption the software checks at various stages that 
the data has not been altered outside of the software. It also checks the data status to determine how 
the analysis program is to be used. 
 

 If the local image is altered before analysis the analysis software will stop loading 

 If the image data file is altered before analysis the analysis software will stop loading 

 If the status file is altered or missing before analysis the analysis software will stop loading 

 If the local image is altered before check in the Version Control software will stop data retrieval 

 If the image data file is altered before check in the Version Control software will stop data 
retrieval 

 If the status file is altered or missing before check in the Version Control software will stop data 
retrieval 

 If the audit file is altered or missing before check in the Version Control software will not show 
an error message and will not display the relevant image 

  



 

Audit Trails 

Security Audit Trail 

Whenever the Windows Security login is required, when the software is closed and when a user is added 
or removed from a software group, an event is created in the Windows Event Log. The Event Viewer can 
be displayed via Administrative Tools in the Control Panel. This shows all login passes and fails for the IT 
administrator. Event logs can be archived and deleted only by users with the correct privileges (mainly 
administrators) and are therefore secure from tampering. 

Version Control Audit Trail 

These audit trails are saved as xml files in the Secure Storage Area, one per image. It can be viewed 
using the History button and displays all Version Control actions including sign offs. 

Experiment Analysis Audit Trail 

The audit information required to repeat an experiment is stored with the data in the experiment file. 
Using the Audit report options in the Version Control tool it will be possible to view (and print/save) PDF 
reports of the Experiment data. These will contain all the parameters that are required to repeat the 
experiment. 
 
Due to the nonlinear use of the program (i.e. the order of actions can, to a certain degree, be done in 
any order) a list of actions in the order the user did them is not deemed to be useful. However a report 
of all the actions completed by a user will be enough to explain how the data was created. Following this 
report on the experiment will produce the same results. 
  



 

Analysis Software 

This software runs as the normal software with some changes that follow from the above rules and 
some other issues due to the current design. 

User Logon and Privileges 

 Windows Security Login. Each time you run the software the user must login. 

 Read only. If an experiment is read only the user cannot do any analysis or save the experiment. 
It is read only when 

o The image has not been retrieved for editing 
o The image has been checked out to another user 

Data Integrity 

 Cannot create experiments on images that are not retrieved from the Version Control tool. 

 Experiments that are corrupt / altered outside of the software cannot be loaded. 

 Experiment files are now in xml so are also Human Readable 

Other experiment restrictions 

In the standard version of Phoretix 1D it is current possible to have some experiments that do not fit 
into the concept for Version control based on single images so these have been changed/removed. 
 

 Multi-gel experiments have been removed from Phoretix 1D 21 CFR for simplicity (therefore no 
add gels, next gel, previous gel)  

 Save as has been removed as each image should only have one experiment. If multiple analyses 
are required the image should be copied and added to the Version Control tool again. 

 No import profiles. This has been removed as Version Control is based on image data only. 
 


